Nuix Collector Suite

A fast and flexible set of tools for the
identification, collection and preservation
of potentially relevant digital evidence

The Nuix Collector suite of products provides a powerful,
easy to use and forensically sound solution for companies,
law firms and litigation support professionals.

Nuix Collector Suite offers three tailored tools that can be used independently

or as a complete solution:

Nuix Collector for SharePoint - provides a fast and defensible means of collecting
ESI from Microsoft SharePoint sites, maintaining the exact look-and-feel as it existed

at the time of collection.

Nuix Collector for Networks - automates the collection of ESI from laptops,
desktops, enterprise file shares and common computer forensic file formats stored

on a Windows accessible network.

Nuix Collector Portable - enables organizations to simply and rapidly collect data
in the field. It is an easy 'plug and play’ solution and the end user needs no expertise

or specialist training.

Nuix Collector for SharePoint is unique in that

it collects ALL types of page content (inc blogs,
wikis, calendars, etc) and it maintains the exact
look-and-feel as existed at the time of collection.
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Nuix Collector

Nuix Collector Portable is ideal for enabling organizations to

collect data in the field.

Users pre-configure collection hard-drives or
thumb drives to identify and selectively collect
Electronically Stored Information (ESI) from laptops,
desktops, and enterprise file shares. It is as easy as
‘plug and play’ and the end user needs no expert or
specialist training.

Nuix Collector Portable can automatically search
a targeted computer and collects data, including
documents, Internet history and artifacts, images
and other digital evidence. Items are identified,
collected and preserved based on metadata
searches - such as document owners, creation
dates, modification dates and file types (for
example, Excel, Word, PDF, open PSTs]).

Nuix Collector for

Key Benefits

m  Creates a repeatable and defensible
collection process using non-technical
personnel

B Preserves all requested digital evidence

®  Enables collection of data in remote
locations without sending expert
personnel

m  Seamless integration and processing
with Nuix Enterprise Discovery

m  Ultra portable.

Nuix Collector for Networks enables organizations to perform targeted
collections against vast pools of distributed data in an effort to meet their

preservation obligations.

Nuix Collector for Networks scans a variety
of sources to identify and gather potentially -
relevant Electronically Stored Information

(ESI) - including from laptops, desktops,

enterprise file shares, common computer "
forensics file formats and any other storage
source on a network accessible in Windows. m
It can identify, collect and preserve active
files based on keyword searches and u
metadata - including owners, creation
dates, modification dates and file types (for -
example, Excel, Word, PDF, open PSTs). In
doing so, it creates forensically defensible

]

copies of all selected items.

Key Benefits

Creates forensically defensible copies of all
selected items

Enables high speed data sampling to rapidly
survey any quantity of ESI

Automates even the most complicated
collections, with a programmable command line

Chain of custody logging and fingerprinting of all
collected content

‘On-the-fly’ de-duplication and de-NISTing with
complete logging of duplicates and known files

Can be used with Nuix Collector Portable to
create the most efficient collections.



Nuix Collector for

Nuix Collector for SharePoint supports the forensic collection of Microsoft SharePoint
information, providing a fast and defensible means of collecting a MS SharePoint site
whilst maintaining the exact look-and-feel as it existed at the time of collection.

Nuix Collector for SharePoint does not Key Features & Benefits

impact the SharePoint working environment ®  Collection from MS SharePoint (SP) 2007, MS SharePoint 2010 and
during collection. Nuix collects the document

libraries and maintains them as native copies,

MS SharePoint Services sites

collects all metadata fields including custom B Simple point and click selection of sites, allows for a complete collection of
and system metadata, and captures an exact the SP farm, or of individual sites
MHTML representation of the page. B Collects ALL page metadata, including time stamps, users, attributes,

. . user defined metadata, etc.
This approach ensures an exact replica of

the site can be maintained, reviewed and m  Extracts ALL types of page content, including Lists, Blogs, Calendars,
produced - ensuring the collection matches Appointments, Tasks, Discussions, Wikis, Site Pages, and Shared
the original. Document libraries

B Collects just as an end user would see the site - reducing complexity and
ensuring that evidence is ‘true to life’

m  Connects via HTTP protocol, for a seamless collection with no software
installation required

m  Fully integrated with SharePoint search to enable automatic collection of
responsive materials based on keyword and advanced SharePoint searches

m  Collects directly from hosted SharePoint installations (i.e. the cloud)

B Seamlessly integrates with Nuix Enterprise Discovery 3.0 for an intuitive
native review of SharePoint collections.

What our customers say

“Using Collector for targeted collections has enabled us to collect from
enormous data sources including NAS devices, SharePoint and large
data servers that other tools simply can’'t handle. Collector has provided
HSSK with the technology to preserve ESI more efficiently and with less
resources, ultimately saving our clients money.”

David A Greetham

Managing Director, Computer Forensics
HSSK Group

Simple. Powerful. Precise.



The Nuix Difference

®  Nuix revolutionizes the way organizations investigate electronic
information, improving simplicity and accuracy, and slashing the
time and cost of investigations

®  Built around the Nuix platform, the world’s fastest and most
powerful indexing engine

B Provides a complete off-the-shelf, end-to-end eDiscovery solution

Collects and processes file types that no other eDiscovery software
provider can

®  Nuix's Evidence Aware Searching™ is more powerful than any other
search and analysis tool, enabling a rapid investigative review

m  Easytoinstall and simple to use
Nuix finds more.

Email Nuix Collector Suite and Nuix Enterprise Discovery
Corporate Networks . . . .
Computer Hard Disks combine to put companies in control of their electronic

Internet Cache discovery and investigation requirements, enabling

EnCase® Collection Formats
Microsoft SharePoint

.

them to rapidly find critical evidence for eDiscovery and
compliance requests as well as corporate investigations.

fast and flexible infinite number of
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forensically defensible

forensically preserved

NUIX INTEGRATED ELECTRONIC DISCOVERY PLATFORM
v

All Evidence

Complete Control
Reduced Risk

To find out more about Nuix Enterprise Discovery 3 and Nuix Collector Suite,
please see www.nuix.com or email sales(dnuix.com to arrange a demo.

About Nuix

Nuix has spent the past ten years developing and refining the world’s most advanced eDiscovery and electronic
investigation software. Nuix revolutionizes the way government and private organizations investigate electronic
information, improving simplicity and accuracy, and slashing the time and cost of investigations. Nuix customers
include major corporations, advisory firms, state and federal government departments, police and anti-corruption
bodies, financial institutions, law firms, litigation support firms as well as regulatory and security agencies.

Nuix has customers in over twenty countries.
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