
HACK IT AND TRACK IT∙ 5 DAY 
INSTRUCTOR  LED COURSE
The Nuix Hack It and Track It course is designed for advanced 
penetration testers and forensic investigators. Experts from Nuix’s 
Cyber Threat Analysis Team will cover cutting-edge techniques for 
compromising a target and then forensically investigating that breach. 
Most penetration testers have limited knowledge regarding the
residual trace data left behind by their activities. Similarly, most 
forensic investigators have only a rudimentary knowledge of how the 
attacks they investigate actually take place. What if you could see the 
attack as it happened and the indicators of compromise left behind by 
the breach? Our expert trainers will lead user through four real-world 
scenarios. Participants skills to compromise a host and extract target 
data. Lastly, students will utilize the indicators of compromise and 
trace evidence left behind by user activities to tell the story of
what took place and how. 

• Prerequisites: Participants of this course should be 
able to perform intermediate operations on a 
personal computer. Be familiar with Windows and 
Linux environments. Have six months experience in 
either forensics or penetration testing.

• Class Material: Training manual with lab exercises. 





TRACK IT - SQL 
INJECTION
• Log file pattern recognition

• Identifying malicious agents

• Keyword identification and 
searching

• Understanding SQL queries

DAY 5: HACK IT - FILE 
INCLUSION ATTACKS

• Finding vulnerable applications

• Enumerating users and permissions

• Bypassing content restrictions

• Injecting code and remote 
execution
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Nuix understands the DNA of data at enormous scale. Our software pinpoints the critical information organizations need to anticipate, 
detect, and act on risk, compliance, and security threats. To learn more visit www.nuix.com.
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TRACK IT - FILE 
INCLUSION ATTACKS

• Pulling techniques 
together

• Malware identification

• Analysis of malware

• Network analysis

• Mining packet capture files
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