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WHAT PROBLEMS
DO WE SOLVE?

Nuix enables people to make informed
and timely decisions from unstructured,
structured, and semi-structured data

sources in a way no other technology can.

At the heart of many of the world’s most
critical issues lies the need to investigate
digital information. Herein lies a very

big problem: While data volumes at

least double every two years, the ability
of traditional tools and frameworks to
understand and manage information
have not kept pace.

This inability to understand the contents of data
generates problems for mission-critical activities
such as investigating and preventing crime, fraud,
professional misconduct, and insider leaks.

It turns processes such as regulatory compliance
and litigation into costly and draining sagas.

And if you can’t identify your high-risk and high-
value data, you can’t protect it from internal and
external threats.

Nuix’s breakthrough technology
platform can reliably ingest, search,
and analyze huge data sets at
speed and scale

Nuix processes hundreds of file formats and
connects directly to the sources where most
organizations store their data including file
shares, email servers and archives, cloud
repositories, mobile devices, forensic imaging
formats, and live data from running machines
and databases.

Nuix enables people to make informed and timely
decisions from unstructured, structured, and
semi-structured data sources in a way no other
technology can.



ABOUT NUIX USG

Nuix USG was born from Nuix’s U.S. Federal and
Public Sector practice in 2016. The original goal
of the practice was to help the company meet
the needs of U.S. Government agencies.

Nuix USG is a wholly owned and operated
subsidiary of Nuix North America, Inc. It is

a U.S. legal entity supporting educational,
local, state, federal, defense, and intelligence
agencies and organizations.

OUR VISION

Nuix will be the leading technology for solving
complex real-world data challenges including
investigation, cybersecurity incident response, insider
threats, intelligence, litigation, regulation, privacy,
and risk management. We want to transform the way
organizations protect and enable their future by:

e Finding answers many times faster than they can
using competing technologies

e Solving complex problems with comparative ease

e Getting it right the first time and every time,
because the price of getting it wrong is too high.

OUR CUSTOMERS

Nuix USG works with local, state, federal, defense,
and intelligence agencies in the United States. In
addition, Nuix USG offers eDiscovery, investigations,
and information management products and
solutions to higher education, regulatory, and law
enforcement bodies.

OUR PEOPLE

Nuix solutions combine advanced technology with
the extensive knowledge of our unmatched team of
industry experts. We have an enviable track record
of attracting and retaining world-class developers,
subject matter experts, practitioners, trainers,
engineers, executives, and business leaders.

Our experts in fields such as digital investigations,
information security, information management,
endpoint security, digital forensics, and intelligence
advise our customers and guide our development of
new products.

OUR PRODUCTS AND SOLUTIONS

Using the patented Nuix processing engine, our
team of developers and subject matter experts

has built a formidable range of software and
solutions. Our security and investigation products
help organizations gather and apply intelligence;
manage threats; investigate wrongdoing; and resolve
crises. Our information management products

help to manage litigation, audits and regulatory
action; unlock value from data; and build and apply
governance frameworks.



NUIX USG TO SOLVE

Extract and Process Intelligence

Possible Customers:

* Local, state, and federal agencies
e Government investigators

e Law enforcement bodies

* Intelligence Community agencies
* Higher educational institutions

Investigators today deal with large and
ever-growing volumes of digital evidence
across an increasing number and variety of
sources including phones, laptops, cloud
storage, file shares, email servers and
archives, and enterprise content repositories.

The Nuix Engine’s speed, scale, and forensic
precision allow you to quickly find key facts from all
relevant data sources at once. For investigators, this
makes it possible to bring critical facts to the surface
and extract and cross-reference intelligence across
vast amounts of evidence. We are also making it
easier to match up people, facts, and figures across
multiple current and past investigations and between
different locations, agencies, and jurisdictions.

CASE STUDY:
U.S. Federal Agency

Problem

A large federal agency required fast turnaround

for processing, metadata and text extraction for its
growing volume of electronic investigation data.
Nuix provided the agency with a litigation support
database with advanced data analysis capabilities,
including optical character recognition software to
extract text from unsearchable documents.

Solution
The agency turned to Nuix to answer its data
problems.

e Processed a daily load of 250 GB of electronic mail
and native files

e Performed metadata and text extraction on
electronic storage media, email databases, email
attachments, and native files

e Automated processes, reporting and exception
handling with scripts, including custom workflows,
to ensure consistent and repeatable results.



For years, cybersecurity incident response
teams have used Nuix Investigator for

its ability to capture fine forensic detail
alongside high-volume data sources.

Now, Nuix Investigation & Response gives an
incident responder access to advanced visual
analytics and innovative features for cybersecurity
incident response and insider threat investigations.

e These advanced features are built on top of
bedrock Nuix solutions that capture data from
hundreds of devices and locations and allow
you to apply advanced investigative techniques
to analyze, visualize, and report on the evidence
you uncover.

e Consult with world-class experts to develop
or refine your policies, procedures, and tactics
for tackling the insider threat to your critical

NUIXUSG TO RESOLVE e formatr.

Manage the Threats CASE STUDY:
U.S. Regulatory Agency

Problem

A well-known U.S. regulatory agency held a large
amount of intellectual property and trade secrets
for organizations across the country and needed

to ensure that this valuable information remained
protected from internal, as well as external, threats.

Possible Customers:

Solution
e Local. state. and federal agencies Nuix counterintelligence experts answered the
) )
call by:
* Government investigators - : R
e Designing and implementing an insider
* Regulatory bodies and advisory firms threat program
° Intelligence Communitg agencies e Helping uncover and preventing numerous insider

attempts to steal valuable intellectual property



NUIX USG TO DISCOVER

Show and Analyze the Proof

Possible Customers:

* Local, state, and federal agencies

e (Government investigators

* Regulatory bodies and advisory firms
* Attorneys General

* Higher educational institutes

The key in any litigation, audit, or
regulatory response is getting rapid and
reliable access to collected data so you
can make informed decisions.

This is where Nuix’s processing capabilities are
without peer. The Nuix Engine’s unmatched speed
and scale support rapid data extraction from more
formats with the highest level of certainty.

This means you can deliver early case assessment
and collaborative workflows using powerful,
integrated tools that streamline the entire
eDiscovery process.

CASE STUDY:
U.S. Government Service Provider

Problem

To support a major U.S. Government litigation
support contract, this service provider needed to
achieve quick turnaround of very large data sets to
support the nation’s most demanding eDiscovery
and litigation requirements.

Solution
Nuix eDiscovery solutions gave the service provider
the ability to:

e Process large data sets and produce native and
text productions in a quick timeline

e Accomplish 10-12 case productions per month,
often with up to 45 custom metadata fields

e Support multiple agencies from a single platform

e Process terabyte-sized cases within two days



NUIX USG TO GOVERN

Build your Framework

Possible Customers:

* Local, state, and federal agencies
* Department of Defense agencies
* Regulatory bodies

* Higher educational institutions

e Organizations holding sensitive or
personally identifiable information

Many problems facing organizations—
including frequent litigation or regulatory
action, growing storage costs, data
breaches, and difficulties making fact-based
decisions—stem from a lack of proper
information governance.

Through our product development and ongoing
thought leadership over many years, Nuix has led the
charge to help organizations better understand and
manage their data.

Nuix information governance solutions enable active
governance. The Nuix Engine’s thorough and highly
efficient indexing of unstructured information gives
you deep insights into the threats and opportunities
contained in your organization’s data. This enables
you to make informed governance decisions and act
on them.

CASE STUDY:
U.S. Federal Agency

Problem

The Chief Information Officer of this U.S. Federal
agency’s administration office required an archive and
migration tool that could decrypt, extract, categorize
and migrate hundreds of millions of emails to

content servers for compliance with record-keeping
regulations. Using Nuix, the CIO extracted over 10TB
of compressed and encrypted emails (more than 205
million messages) from its legacy archive system.

Solution
e Processed 500-800k emails an hour

e Analyzed and categorized messages before
migrating them

e Retrieved more than 205 million emails in just
four months for one-tenth the cost of competing
technologies.



To find out more visit

nuixusg.com
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About Nuix USG

Nuix USG protects, informs, and empowers the U.S. Government in the knowledge age. Leading local, state, and
federal civilian, defense and intelligence agencies turn to Nuix when they need fast, accurate answers for investigation,
eDiscovery, cybersecurity incident response, insider threats, litigation, regulation, privacy, risk management, and other
essential challenges. Nuix makes small work of big data volumes and complex file formats. Our solutions combine
advanced technology with the extensive knowledge of our global team of industry experts. We bring data to life with
clarity and intelligence to solve critical data problems, reduce crime, and secure and manage information.
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