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FACT SHEET

Nuix Adaptive Security gives operators the power to quickly discover risky behavior and intervene 
before it’s too late. Your employees have access to a treasure trove of internal information. Sensitive 
intellectual property, customer PII, privileged credentials, and information with the potential to 
embarrass your organization, to name just a few.

Though most employees have no desire to damage  
their employer, a small percentage are motivated by  
the prospect of substantial financial gain, or a desire to 
avenge a perceived grievance. Others may contribute  
to compromises by mistake or through negligence. 

Though seldom publicized, insider-related compromises 
represent as much as 30% of all data breaches. Even as  
they confront this threat, risk officers and security teams 
must protect the privacy of their employees and reputation  
of their organization. Nuix Adaptive Security reduces 
 the risk of a successful insider threat event with a  
state-of-the-art approach to user activity monitoring 
built on comprehensive visibility into user behavior,  
patented detection technology, and a suite of real-time 
response capabilities.

NUIX ADAPTIVE
SECURITY
Take control of insider risk without 
compromising your employees’ privacy.
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Nuix (www.nuix.com, ASX:NXL) is a leading provider of investigative analytics and intelligence software, that empowers our 
customers to be a force for good by finding truth in the digital world. 

We help customers collect, process and review massive amounts of structured and unstructured data, making it searchable  
and usable at scale and speed, and with forensic accuracy.
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THE ADAPTIVE ADVANTAGE
 > Gain awareness of user activity. Eliminate blind spots 

and unknown risks by monitoring the critical behaviors 
exploited by bad actors. Easily assemble granular event 
timelines with forensic precision using 12 categories of 
digital behavior.

 > Tailor alerting to your organization. Deploy only alerts 
that suit your environment, evolve them as threats 
change. Use out-of-the-box alerts for common behaviors 
of interest, and tailor your own for unique investigations.

 > Watch the exits. Detect and alert on files leaving your 
enterprise via webmail, private messaging, file sharing 
services, and USB devices based on both behavior  
and content.

 > A picture is worth a thousand words. Screenshot high-risk 
behaviors using precise controls that focus attention on 
the most relevant user activities. Screenshot user activities 
that occur before and after a triggering behavior.

 > Detect outsiders who look like insiders. Alert on 
attempts by malicious actors to use authorized 
credentials to steal data, escalate privileges, implant 
backdoors, or move to other systems.

 > Collect and investigate. Collect files from endpoints 
across the enterprise to multiple destinations.

 > Protect privacy. Constrain detection and monitoring to 
only activities that represent elevated risk. Tailor 
detection based on employee role, status, or location.

 > Don’t compromise endpoint performance. Protect 
endpoints without slowing users’ systems down or 
generating spurious network traffic.

 > Add telemetry to your existing architecture.  
Send user behavior data to enterprise SIEMs  
and messaging services.

THE POWER OF REAL TIME INVESTIGATION
Nuix Adaptive Security dramatically accelerates investigations. 
The Digital Behavior Recorder creates a granular log of user 
activities, including behaviors such as files saved and deleted, 
devices inserted, jobs printed, URLs visited, and many others. 
Data can be stored on the endpoint for use only in 
investigations, forwarded back to a central server for analytics, 
or both. Adaptive Security gives you total control over what 
gets logged, where it gets stored, and who has access.

ADAPT AND EVOLVE
As the pace of change in the threat environment and 
computing infrastructure continues to accelerate, 
organizations are pursuing greater agility and control over 
what their security tools alert on. Adaptive Security’s patented 
Logic Engine gives security the ability to create threat-specific 
detections to stay ahead of user attempts to exploit 
vulnerabilities in the environment.

ONE EFFICIENT AGENT
Nuix Adaptive Security offers a comprehensive endpoint 
toolset, with UAM, behavior-based threat detection, and 
forensic collection all delivered in a single agent.
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